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D BOY, 
WHAT HE 
HAS TO SAY! 



BY ANTHONY KIMERY, EXECUTIVE EClTQR 




The Jester burst on la the scene in 201 0 when he spectac- 
ularly began to take down jihad ist recruiting Websites. 
Since then, his notablH targets have included nations that 
support, offef or grant asylum to Edward Snowden, the 
disgraced former National Security Agency (NSA) leaker nf Amer- 
ica's most classified sources and methods of foreign intelligence 
collection; Wlklleaks — another purveyor of purloined US 
secrets — and the anarchist hacking collectives known as 
Anonymous, 4Chan, LulzSac and other hacker groups. 

Conversely, The Jester's supporters say he's a "patriot 
hacker," a "grey hat hacktivist" and a "ttacKtrvist for good "The 
Jester doesn't disagree, and actively cultivates this persona. 
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While federal authorities are very aware of The Jester"* deeds, 
no known criminal charges have been poisued aijaiiiM him. II 
appear* that all of (he [riU-rm-r Service Provider.* who've hnsled 
the hundreds of websites The Jester lias so lar attacked reside 
nutiidr llit United State* Fnr their part, Department itt Justice 
•ltd tslhrr yuvrtTircicnt officiata have liiu-rt In tornnirnt mi 
whether they cansldet The Jester's actions to be criminal under 
LIS laws 

Mtanwhtlr. The Jester's iconic characterization a*, a lone wait 
lutrkr r who ft/it his aJdlls. against lorves hrlmklen In evil Ideology 
continues to grow aint>nt> llu* leuiornt who follow film on Twill er and 
r^-yvl.iriy read Ids hln<{ Ami In. I»:i> .ym nnn ,ndi- shadow operators 
in lh# liS intellrjjeocfc and t aunteTterrnrism communities. More 
ihan a few told Htmriami .frnmry Tnday on background Ihat The 
Jeslrr has. a! trie very leasl.tlieir lacil approval From the stiadrm s 
he's quietly Applauded 

The Jester lit believed to be a former member of the US military. 
He's repeatedly slated a* much After he has successful ly at tacked 
l lie larjet gt hlsmtath.TheJesler tweets out fits run*' lurnous calling 
card, TANGO DOWN," a mlutary euphemism A tornier Uepartnien I 
ol Defense official claimed The Jester was a (comer military crm- 
Iractor involved In US Specif Operations CminiMtid project*. On 
April IN, 2BI2. The Jester gave a Irvr chat interview In a c;ass ol 
computer science students .«1 1 1 ,. I r-.ii;, . ( -.i .utlwni Mamedur- 
ins which tie staled Itul he'd served »n (hetntlHary artipleilnj nun 
" operational lour*." 

in M interview with Uk website thrcairhJiiiK.com, The Jester 
claimed to have served as a former soldier In support ol S|>ecial 
Forces deployed lo .Mjjh.uiMtari "I am art ex-*0 Idler wuh a ralher 
lainnii* mill . I was Involved wlih tupoorliutj Special Forces, I 
haw served In < and around i UgJiamvun an<.i, L !-t ndut ;»!.]• e» " 
he sold. 

A<ihSff Vance, reporting in f1w Vu wti frw.'on Dec X 2010, 
quoted a Pent agon source as saying The Jester Is "a Inrtncr defm«- 
operatrve With knrrwledijc <il Special Forces activities" who "was a 
onetime military contractor who fiad worked on projects lur Spe- 
cial Operations Command." 

In his December 30. 201 1 paper. The Jester Dynamic A Lesson 
tn Asymmetric Urmianaged Cyber Warfare," US Army eyber*pera- 
fions specialist T I O'Connor Vxanime(d) the sigRtik-atit impart 
; llits | lune-woll patriot liacktr lias lud over the course oJ the last 
two years, and wli.it i n iix.rliiril lessons wt . Jit K-nrn Ifnui tmn on 
how to wage a successful light in thi* domain* 



The paper "highlight |ed[ tlie rrlaltveh/siiccrsidil patriot hack- 
ing campaign ol The Jester " 

largely motivated hv U\< \»\>* iHitiiary sentcc. The Jester 
appears focused on denying safe hover to terrorists and minister* oi 
hate that use the Internet as their platform" OTurmnr wrote "tn BH 
r.irry 201(1 interview, The Jester discussed 'the hnmun'il wahl linq his 
friends and fellow soldiers he murdered by (jihad! operative* who 
tiave Iiiik; been ejqiloiting the Internet." 

The Jtster has 'artjui-d that die omnipotence and growth of the 
InttriiH liiLsgratiled tetTnrlstflasdJelurVen.and stated hl> intent kim 
lo prevent »tk'h action.* O'Cnnuor said Finilitnrn;n? "The Jestef 
ohtrntn tn tiavr dist'nvrtrd cache* ol |lhadl IbJonTkilkin pLminl on 
iesjH i male US alto by Jlhadi hacfcin." 

Cnntinumg. O'Connor wrote itiai The Jester s desire "to deity 
Internet >afKluary in IllwlktU appears lo stctn Irom liii iinlilary 
service. Kb servke al.vi appears Id pu.th hit desltr tn proled both 
current and fallen American soldiers. ... 0\'w a t* i:-\'eaf ptni nl. Tlie 
Jester ... successfully atraefcednver rwn hundred targets, One could 
argue tlial The Jester almost leels compelled tn prtwnt hit *cHtf- 
saries from succeeding tn ttn-ir message ol hale. Considering die 
sheer enuriuity (J targets Tlie Jester has successfully attacked overt 
prolonged period of time, this endeavor lua inoHlaWy hevotiie a 
hlf>1)He and mission fnr The Jester.* 

And tlut. Hie Jester said. In; iU ksii'I daiy, 

For several weeks In April up until a ntor lhat hr was "stuck al a 
dudi(> alillckl wailing lor [a] cumiectiug Ql^il." he engaged In a 
Imxtliy. excliuivt intrrvirw with Ikmetatui Set-unl? Ttxtay. He's 
rarely granted media interview requests In tills QJfeA. whtej i follows 
Tlie Jester tsjilaiiii why he dries what he does, and offers hbt UDtOJOt 
Insight* tnloilieiyljff-cap.ilfiliiitrsol fslamtet jituuMl and cyberse- 
curilylnierwral 



P: 



Why doyou da whatiau da? 



A m For the green ... and the girls, of course No, seriously, both ol 
• those answers are wholly untrue, but I thuuKhl fd try and break 
I twice a little \*Tscn I .wt about crealing this onlioe persona ill 2SIID,2 
was purefy to till whal I perceived was a void in our cybermunty 
|jf«jiifr Die law regaritirig offfiisiw >-yt3cf i ouiilefitkrasuirs wa* — 
and still is — a ipay and uiurfcy area. So, Instead v( endlessly talking 
about what we nughl do, nrv- kii v.v i i.iud ilo I dividt-d as a private 
citizen to get up arid )uat do It 
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Il\ IrtM .1 lin k of ,1 ride- jlid Hi LIi.iI lime IW gained untie .) lull, iW- 

Ing b has been pointed out torn* on nuny occasions thai nry mtnv 
letter. "The Jesler," is somewhat of a morale booster lor wir milltaiy 
dowiiranire, and I'm in a position to actively suppori and promote Ihe 

tbltlgl tliat matin, like i>Ui troops, llir Wounded Warm n I'm i|r, I ii ...I 
similar programs to assul (.hjt tikii and women rn uniform. 

And 1 also like In sirute ihe bad guy* I guess that's why f con- 
tinue- la do what Ida 

e 

0 4 IN bat sorts a I efDlutlas have tc-u seen learn fsfamiEl rihud lsts 
■ — an it »uu i e <mK with k*rdeieri At flaeda WoVII hill you It 
we find you types. — In response 1c- Tflurelfflrls la brfnf down theli 
Hhidl ttcniillna and radically linn we tortus? air. In eg gutting 
smarter at thwarting and d stand lug Irani lite like* til fou? 

Ill I've- seen everything limn low-tech nuhiscatlon to KHOe 
Hu m ijihi vrte*tcd i, 'xlrlw?*- ii H«lif1(,(HMni> to their web application 
ol choice. It ranges Irotn making the Webstlc appear to bnvc been 
deleted wlieu ynti till (tie tup level domain In someone with [in> 
U'jtnciinv i.i ■■< .wledge. crawling Inside and changing everything 
about the site mi thai nothing Is default — including directory 
structure and password hashing algorithms* 

My original lartir v..iji 1. > mntimialh. . k n - phadl m rail- 

menl sites offline for limited periods of linn.' while leaving others in 
pUct This effectively over time, caused them to became unable to 
Crust their own systems, servers. abilities and service provider* 
The result w»» the jlhadis gravitated towards the few top-tier sites I 
Wasn't hitting 11 1 Is treated a 'tunneling.' or 'lienlllig clfetl,' tliat 
tnrved thenilntoaamallrr apace an the Intel nrl, and tiy definilitiii, 
a smaller space Ls easier to watch 

Most of the uliadl sites I've tilt were mi shared hosting packages, 
meaning they share a server with other clients. Many "f ihe 
[irnvkters got slek ol their shared boxes being downed 4* ll 
adversely ilfct ted olbei clients, and therefor* business, and so the 
linstsrancriled or suspended the jlhadl arcfKintv 

Now, over the last year. there h«s been a marked uptick in 
tftlamhr lundamenlalist* shitting from trying t o keep their own site* 
and servers up. and Instead Ihey are moving, someiimes eKclo- 
irvely, into. social media such as Twitter and Facrbook. Thesr are All 
US companies with US servers. The uueiidctsarr olleti not USdti* 
lens, therefore I would assume their presence (in these services is 
now even easier t o i in m It or 

Q. How rid fou describe their skill levels against youis and Ihe 
■ counts rierrnrisni cumitiun tly? 

Ii For the tnf is I part, all hut the top tier jlhadl fcruittf seem to lie 
Ha run and iiiajotauird by random sympathizer* with Utile or 
none ol t tie funding orsldll* required to keep a website or forum up 
and tunning Willi that said, however, the hhjh value forums like As 
Ansarand At Muimukh tnr example, seem to hie operated by coders 
v<ilh mine decree of skill in PHt* .tin I dat4b,i>7 n>,iii,i,;rf rt-ni , ,\\ wrll 
a.t vrvrT hardenrnst Irdinimies THr^r iirr tile places wlxte the 
real hardconr fatuilcal lundamentallsts like to hanij oui They mon- 
itor who I* coining and gohij and >'oU an rt-ii ;-!iin^ iiifi i1n-.se 
forums as a regular user without bdng vouched for by ol hci mem- 
bera That betas said. I wnuld imagine we have "insertetl'TIA ciper- 
atnrs onto these ItiruniH by means of long-term hkijI ent>ineenng 
in order Iti krep tat»<m ihe had guys within. 

Q. What tvoBS ul rnprisali havt Islamist Jlhadlstx aid DDtors 
■ tiksd te waf e siafail you? 

A 9 To my knov*letltpr <iti in. i rom the Islamist fundanieiitjli»L cm- 
a ner, there have been a lot ol threats, tammm* ami %liiiitinti 



iitwrtil "Jrstei " Iml imtlniii! really star j I have l>eeii made aware of 
two supposed latwas — one dedicated to me and another against 
American anti-Islam webslle admintslrators.' Vly most eflei*tive 
weapon In fatwa avoidance Is to maintain operation security and 
priM -j i .a I secilnly jI all tnnr» Mivdirn.Dun ^ a oselul tool In 
the box It's c.nc thing to bringdown |lhadi fiDnims. but a whole dil- 
fermt animal to do it tor almost live years without getting sprung 
I'm sure limy anonymity was uk»wn. mylaimK 'n n i- .iiid hn.nl.l 
have a lot more to worry about with respect to personal safety 

One ul the must druKi>ini> aspects uf being the "Jester" Is ttiat, as 
time has gone by, a small persistent cote of individuals see Itw 
pruspect ol ruling my Identity as a trophy prize llial will lurther 
their own personal ambitions They sfwnd m uiiltealthyamounl of 
time crawling op ins tbypitle ami lliat ol my lollowers trying to find 
a bead uti who I am. They have even oiitrtghl claimed that some of 
my Twilter followers ore in fait me. Limit his in always a worry to me 
because A.II it takes is one cr aiy homegrown sril-t a> Ii i.iJ. .v< I tni,ii«i 

to IhjJ IN'.. 1lif,< f Ainl Vuliollj Irr. v.,(.ii,||;,:( lh,-..r;i.s :Hnl 

something very hatl Is going to happen to an Innocent tiystaiirfer. 

I will s,iy t hiit the sm«le mosi unset I ling threat I have rrcetveil lo 
date was from Ms Shirley Phelps of VAe^tKin- Hoptwi Chun.li Sin- 
appeared on I fie Da^nd Pakman Show after I knocked out oil ol their 
domains lot right wrrlu xnil ttated puhUeally, arid 1 mmle "II I 
could fust And thts guy who's called Jester. I would give hun a big 
hug I might even give him j liiri kii^on ihe top of his bead.'" 

That sent shudders down my spine, no di iubt 

Q. Ho fui beiluc fou gel at lei si lac II mum twm out cuon- 
■ lerlerrarlsm and Ittletllfience agencies? 

A. Thai is an interesting question, and one I get asked all the time. 
■ A part ol me wants to believe the aoihrrlt Je& are aware and I um 
a blind eye lo my "acttvttres," while at Ihe same time another part f if 
me hopes 1 haven'l even popped tlielr radar. Hrmtver Ihe latter sce- 
nario is highly unlikely al llimslatirul the van ir 'iVIiiir I havenooih- 
clal reJallonshlpwtth any agriictcs and nolxuly tasks ineor semis me 
directives on what to hit. I have, m the past, had messages come 
through from "other connected restart I wis" fLi|uestirHj dial I nul 
tatJRCfi an attack agMnsi certam sites for a vtlnlu 

Obviously. 1 Liuiioly, a nobody wants lo be the guy who 
screwed up anflther long-term operation With regard to why — la 
my kinmiedi^; al ttast — 1 am nut p.iri ni an active investigation, I 
can only assume if conies down to the lact that my targets tall in 
line with what aie widely accepted to be 'bad actors'. Abo, to date. 
Hour of the |ltuidls or oilier bod actors I've targeted have rolled up 
to die KM to Ilk a complaint. The servers and services I attack an? 
largely based outside ol Ihe US, which Is a helpful slluati'tn tor me 
... nol so rnoch for (hem. 

So lar. I am still the ghost ol John Doe. 

0. Wual do vou fscommenrj lor the cuunlerleirertsm, intBtllgonce 
■ and cvtersecurltr corrrtrmnrlies. sued on your experiences? 

A. While it's true Dial social media is used for had purposes by 
■ the nefarious, if cm also be harnessed for good Take ihe 
IWtoti bombing, lor example In Ihe Immediate altennath lliere 
were literally thousands nl photos being laken by meuibers M ihe 
public <m the ground and upkiaded m reaJ-fune to places like Tuit- 
ler I have no dntiht that these images served as an instant nrwl 
accurate resource for authorities to analyze and narrow down Ihe 
search lor the perpetraior* 

Li il w hours and da>-s alter llie eveiii , I my*ril st-iried lo look al 
the connections and conversalkins online between the Tsamaev 
brn(lifi> arid their Irteucts- 1 documented my research uomy hlinu. 
And now, a year laler, stmie ol the very friends ot the Tsamaev* I 



So oriirnr lud*Y tor mliniva utilm » c onlHflT mil nNvwralviriiri 



Hunii'linii Snc.i'i»y7i>d*y Mitf*Jinr , Ap-il'M»v Jl>1* 
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The Jester on Snowden, 
Wikileaks and 
Brokering Secrets 

BVTHE JESTER 

Whal we tnsenliallv have In Edward Snowdon is a 
tow-level private contractor who has two abort mi- 
ni e^ai;a things and embcHlsticd others since iderrti 
lying himself What we do know Js he fancied hktisell as a bit 
ul a todies man, an -inlMiutoi.il nur ulmysle'v 'AsJrnple 
search ol hU Inlernel handle. -J7wT/ueW0H4' pre-2013 
reveals a very n artisstsuc character, almoofl, h I am sure now 
ho nns a new tound unoerstandlnc: as to why seceta an «• 
senllitl. constat ring he la hiding Ukt a frightened poppy, 

On whelms Snowden was a premeditated spy working 
far me Chinese or Russians, I don't think this la me cat*, 
even though since fleeing there's no doubt in my mind that 
both !*iEje nations respective inlelliQence services have 
oameo access to the documents ne tied wrm Trial's not to 
say ire wasnl a spy tor someone erse though, a middle -man 
if you lite. In (act. Snuwden himself admitted to Ihe Stttrtfi 
China Ataraio Post mat he 'secured a |od witn a us gov- 
ernment contractor lor one reason alone — to obtain cwi- 
oencc of Washington's cybertcying networks.' 

wlkiteaki, and spettikflliy Juton Assange are Ihe ot0kcf& 
here, and it's not the drat tone Assange has taigotod young 
individuals wrtfun our military and iraeBigenc* commut'iii*5 

Much like Bradley 'Chelsea" Marines, w whatever He's 
calling htmsell today. Edward Snowdtm was a person des- 
perate lo be somebody, they were bain in tru&lert pusiIhips 
and both had *n online presence Its most young people do>. 
esupt these were guyi si positions lo provide information fts 
vVikilezVs. I Believe, that much like pedophiles groom vul- 
nerable or susccptltik! children online, so Assange grooms 
US personnel. 

He djdnt have to do it this way Any rules regaidinrj gov- 
ernment employees — especially National Security Ageuy 
(NSAt — not being permitted la blow whistles; Mb didf I wgrK 
tar MSA. He worked tot a ervlSan contractor Arotier thing peo- 
ple are Questioning is how he had access 10 this information 
^1 ho didn't, and hp wainl a nacter either. What he did. at 
reported ii MewswesA was Heal and or fabricate digital keys 
Ifiat gave hlin access lo ars^s he was nol flowed lo visit as 
a low It vol cofllractor, Me was a common ihlcf 

Whal was praying out win Sr raiter was .1 game til nlgh- 
esi UMer. an d A&vun ge was the brukei, and has been from 
ihe start Rame-moer Wlklleak's staff, rnclodlng Assanges' 
own gi'lfnerri Sarah H.irTn>ijn, were on Ihe seem) in H-fjng 
Kong to hook up with Snuwden simultaneously as he ajrlved, 
It's no coincidence. 

Essfl'ilialt^ irip pjppel masters aie Julian tesange ant? 
his 'organization 'To my mind, mey repiesent the- single 
biggest ttirpol to our national security right now They 31 c 
---r ?<nvfl» 't< nig 10 'recruit' JS prrs:irrrnr.r me 
purpose ut revealing US secrets. At Ihe very least, this Is de- 
signed to unflfnninc mo US around the world. At worst. It's 
a direct attempt to obtain and evdisnge witn enemy nations 
our sensitive rrrtonnalion — information lhal could feasibly 
put US assets oownrange at rtsA.er giuv other nations a tac 
heal advantage or insight into our operations. 



picked nut as compltert early on amevunrenlly hem?t ptirsiiwl as petsons 

erf mi ureal 

I think Hut wrclal media upe-n-snurte intetthjencr lOSINT) OW«dV 
Hiurcinf should be embraced and ikvekiped by law enldrceffient jUjtn- 
dc9 into ftornetliini! Ic*s chaolk anr) mmr ciJirflivr. rsprxialt)' when 
rn»i|i-ir Incidents occur There are-totne e\> ei't-n' ln-iK rh.it ,im i ltlren 
ciin f tripluy in assist in nSINTctiLlec'UDr lite Recorded Future Matrrsjft, 
C'SAeh le, Tineye and many others . 

Q. How du yoe sec Ihe 1u lure ul tytisrsetuflly etolvinip in Die CVttttCl 
■ or Ihe tori of otfenslit) ciher warlare you engage tit? 

A. UKikltiu U» Hie tulure, t)Kire< recently I have been dlvrrsllyinu nry 
• cybcrsccurkty interests. You kind irf have ti>, as the threat Limt 
Hipt h i.iiiwtnnt]y 1 tiarigmij, Inn I think the tuhtre is going to Ik? all 
obrml Hie i»nat)in« lineal Ironi Hh- bki-s ul 1 lima. tr;in and llreir allies. 
Hiirw h4.t Mitnr very qitesliooablr .dhqwrs and an mtire r- • 1 1 1 1 ■ 
eTBtimi Army |P1 A] military unit called *rjlW dedicated li>.itlacldng 
lb cyber assets and pursuing ainrmnst uther Hungs, the direct theft ot 
Western inldlecfual proprfly. 

; Ultur's notctTtie reputed Shan RhaJ-bascd unit of the People's Ubera- 
tlnn Anny UeneraJ Stall Dcpnrlnicnl known as L'mt is utid by 

\Western intelL gjenee lu be Hie PIA'a eltte cyher-wariare jjjtin v |jui>u- 
lated by perhaps ihousancts ul China's best and brttjhtt* t network secu- 
rity. digitaJatgnnJ prtKi?ssin.gand covert comniunicatKiiis engineers ] 

A.> we urove hrrwant I llmik therv aiw> wJi tw a heavy slillt Inwards 
suucrvlsory Lonlrtil arid data aLt|uuutKin (SCjUM) aecunry. SCADA iy»- 
tenw an* threctry lespoasible lur industrial |)riK«srt, prrwer generation, 
water triMlmem .uid much iiMire. and many SCADA systems are dliecth' 
cfmncctcd In Ihe liMcmet. These system* air cost^ Inund tmny tmls like 
Sti. Klan Aj 1 atlarker whnkm rw» ( i a SCAJ ) A vnlnera In Illy atn- m 1 1 J HiTie rrrn 
louk for suscepliblf s\ - j;lefns and liltier by tmiiitrv — ur rVen ctmjpany 
wutrr. ttius cutllhs down 1 its 1 ,*ratt itkg packet research tKttc httgdy. 

It '4 scary hnw easy ills. 

Tills cuts both ways, litough. We went Into Iraq looking (ur WMDs, 
andlhisCQSl us lives, inimey and political face Fast lorwajdtothennsv. 
and there are capabilities such as "Stuxnei" and "Klamc* iloattog 
jiuuikI TliciulutcolSlusiict wa,* Dial it was a widely spttJd r«ell-rvpll- 
catirig virus or niahvare thai must bkeh' inlccled a great deai of pen-anal 
and tjiHihess computers, yet It had 1 specific payinad ttint only hig> 
s(ered IUpiH.Un cuniiilJiniivueK' iiii 1 ' '-nua.i in <. :m >-^(it; thesenHidi- 
(ions was uiuJli-»;!cd. Hnwi-v.-r, it ilic itialware detiLicd itself was 
resident on a system inside Iran, and (hat system was running a certain 
piece ul Siemens SCADA software that ts exclusively used in nuclear 
plants, Siuxnet came to life and sabotaged tlie lartlity Trd* eKeubMily 
allowed Hie attacker In switch 1 df andnr at least set-hack Iron's nuclear 
wrdportsprtjtirjiii without j single military bout uii the- sn.«und. 

Inufpue I lie lives and motley saved II we had deployed a similar capa- 
bility battc 111 Iraq 

l^»lt.v, there Is tlx: evolution «.»! online technology In our dairy lives. 
The socaJ led Internet ul Ththfts. -which basically ctmnects devices ttiat 
are nut tradihnnally web-enatiied. like cars, home* and hidurs In the 
Internet White Una Is definitely proyrcss. It makes for an even more hw> 
gt'i-ncti errvrroniTient. and i bchevt- attacks between nation states on 
these newemerjins vector* is gning tnhevrmie much mure pirvalent. It 
will certainly uptii idl kimh ><i M' putstbllllbes lor espionage, both 
state-S3nclkjnr?d and otherwise 

So keep yviur eyes peeiedi and sUy Irosly. HST 



ComribtiUng Write f Watt Hoey comfiljultd lo this report 
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